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Alarm Rationalization

This document examines the ISA-18.2 alarm rationalization process for DeltaV Process Automation Systems, utilizing alarm
rationalization software provided by exida, LLC.
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Rationalization is one step in the alarm management lifecycle defined in ANSI/ISA-18.2-2009
Management of Alarm Systems for the Process Industries. In this step, identified candidate alarms
are judged against principles established in an alarm philosophy document to qualify which

are legitimate alarms, to specify their design, and to capture rationale and other

information to guide operator response.

4

&

DELTAV' EMERSON



Alarm Rationalization October 2016

Table of Contents
INTEFOAUCTION .ttt ettt bttt et s e et ettt b et e b e b et e bt et e st e s et eae e b et e st b et eae e b et e st eeeates et eatebe b entebesentebentenenbenean 3
EXECULIVE OVEIVIBW ..ottt st sttt e b e b e e b e e e e s bt e s bt e b e s b e s et e s ae e sat e st s bt st e sat e s b esmae st e beeabesanesnnenneens 3
What is AIAFmM RAIONGTIZATION ..ottt ettt ettt s b s bt e bt e st et et et e tesbesbeeseeut et et et enaesbenbene 4
Benefits Of RALIONAIZATION .....couiieiieeeee ettt ettt a e s bbbt et et et et e s besbe e bt eaeeat et et esaesbesbesaesateatentenes 4
WRGEIS @M ALGITTY .ottt ettt ettt b et et b et b et et s b et et s e et e st e b et e st b et e st b et emesb et e st sa et ene b et enensenes 4
Alarm Rationalization is @ TEAM EFfONT .....c.ccveerieirereeet ettt ettt ettt et b et ss et b se et neneen 5
OTQANIZING FOF SUCCESS ..vventeeeeeeeeeeeeeteteste st see et et et e testessesseeseeseessessassessessessesseessessassassesseaseessaseessessensessesseessessensessensessessessesseenen 5
The RAtioNAliZation MELROM ........oou ittt ettt bt ettt e a et et b et et e b et et e b et et sa et ese et e e esebens 6
RAtIONAIIZAtION SCOPE ..vveeieeeeieecieeie ettt ettt et e st e st e st e s ae e te e te st e s st asse e seesseessaessesssaaseanseenseenseensesstesseasseaseensaensesnsesssenseensannse 6
EStimating the REGUITEA TIMIE couviiiieeiieieeieeieseee ettt te et e et et et et e et e et e e seesstessaasseasseesseenseensasssasseanseanseanseansansseaseesseaseaseansesnsens 7
AN lUSEration USING SILAIIIT ...ttt ettt ettt et et et s b s et e at e st et et et et e saesaeeseeat e st et enbensesaeeseeatententensensesaesseeseeneansan 8
Defining the Alarm RatioN@liZation RUIES ..........c.ecverirerrieieieteieeseseee ettt ste et s s et et e st e s e b e ssesaesseenae e ensesensessesnesnnens 9
Rationalizing an INAIVIAUAI ALGITN ........ecveeeeeeeeeeeese ettt et et e st e s s e s seesees s e s essessessesseeseessessensansensensesssessenes 10
Rationalizing AlArMS N BUIK .......ecveeeeeeieieeese sttt ettt et e s te s et ere e e e s et et e stessesseeseessessensessessensensessesssassanes 18
After RatioNalization iS COMPIELE c...iviiiiiiieeecieee ettt et e st s et e st e et e et e sate s st e sseesseensaestesssesssanseanseensesnseensasssenseensenn 21
Ten Tips for Effective RALIONAIZATION .......c.viiuiiiiieieeieceeeee ettt ettt et e et e st e sbe e st e e beeteestesatesssasseesseassesnseessasssanseensenn 22
RETEIEIMCES. .. e euveeteeteeteete ettt ettt et e et e st e bt e te e te e tesate e st esse e seaaseassaasseassaaseasseasseanseansaesseaseeaseanssanssansaanseenseassanseanseanseenseensannaenreansan 23

www.emerson.com/deltav 2



Alarm Rationalization October 2016

Introduction

In modern control systems it takes very little effort to add an alarm. Consequently operators are increasingly overloaded with more
alarms than they can handle effectively and inundated with nuisance alarms. These factors increase the likelihood that they miss a
critical alarm and make it more difficult to respond to a plant upset, raising the chance of an unplanned shutdown or an accident.

The ISA-18.2 standard was created to help industry implement effective alarm management practices. It provides a framework and
methodology for the successful design, implementation, operation and management of alarm systems and presents techniques to
help end-users address the most common alarm management issues. As such it is expected to be accepted as “Good Engineering
Practice” by insurance companies and regulators alike.

One of the most important practices described in ISA-18.2 is alarm rationalization, which is a process for reviewing and
documenting the alarms in a system to ensure that they are truly needed and are designed to help the operator diagnose and
respond to the situation.

Executive Overview

Alarm rationalization is a systematic work process to evaluate all potential or existing alarms against principles established in an
alarm philosophy document, to qualify which are legitimate alarms, to specify their design, and to capture rationale such as cause,
consequence and corrective action which can be used to guide operator response.

The principal benefits of alarm rationalization are reduced alarm load on the operator, elimination of nuisance alarms, and
prioritization to help the operator respond to the most critical alarms first, all of which lead to improved operator effectiveness.

The alarm rationalization team is formed from in-house staff representing operations, control engineering, maintenance and other
disciplines as required. To achieve consistent results and work efficiently the team will require training, management commitment
to allow adequate time and resources, a skilled independent facilitator and software designed specifically for the purpose of alarm
rationalization. After a period of initial ramp-up it is expected that the team could rationalize upwards of 150 alarms (roughly 25
control modules) per day. Results may vary depending upon application complexity and team dynamics.

In the case of an existing plant the process typically begins by benchmarking alarm system performance and identifying “bad
actors” using tools such as DeltaV Analyze. Rationalizing the “bad actors” provides immediate benefit to operations and a quick
payback on the effort. Periodic benchmarking of alarm system key performance indicators is essential to measuring success and
directing ongoing alarm rationalization.

Emerson and exida have formed an alliance to ensure that a
complete Alarm Management Lifecycle solution is available to
aid clients with implementing a sustainable lifecycle approach
that complies with the ISA-18.2 standard. The solution
incorporates tools and capabilities for alarm rationalization
(SILAlarmTM by exida), operator alarm response procedures
(DeltaV Alarm Help), analysis and benchmarking of alarm
system performance (DeltaV Analyze [ Plantwide Event
Historian), and the expertise of both companies.

exida

This whitepaper describes the basic work activity of the
rationalization team using SILAlarm, along with other practical
advice for setting up and sustaining an effective alarm
rationalization process.
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What is Alarm Rationalization

When it comes to alarms, more is not better. The ideal is to create a system containing the minimum set of alarms needed to
keep the process safe and within normal operating limits. Alarm rationalization is a process where a cross-functional team of plant
stakeholders reviews, justifies, and documents that each alarm meets the criteria for being an alarm as set forth in a company’s
alarm philosophy document.

Rationalization also involves defining the attributes of each alarm (such as limit, priority, classification, and type) as well as
documenting the consequence, response time, and operator action.

The output of rationalization is a Master Alarm Database (also known as an alarm catalog) containing the alarm
configuration requirements.

Benefits of Rationalization

Rationalization is a key stage in the alarm management lifecycle defined in ANSI/ISA-18.2-2009 Management of Alarm Systems
for the Process Industries, or ISA-18.2 for short. It forms the basis for implementing an alarm configuration and optimizing the
performance of the alarm system. [1]

After completing a thorough rationalization: Dhilosophy
m The alarm system can be expected to provide significantly |
fewer alarm activations and less nuisance alarms S |«
(chattering, fleeting or stale alarms). T
m Operator response to alarms will be more swift and Rationalization
effective because alarms are more trusted, accompanied T Mafn;rr;lement
O iange
by good guidance, prioritized for correct action sequence, Detiled Design :
and free from clutter of secondary and often redundant T
alarms.
Implementation
What is an Alarm
As defined in ISA-18.2, an alarm is... Operation --( )
. .. . . . t Monitoring &
An audible and|or visible means of indicating... Assessment
Maintenance am
There must be an indication of the alarm. An alarm limit can < J

be configured to generate control actions or log data without
it being an alarm.

to the operator...

The indication must be targeted to the operator to be an alarm, not to provide information to an engineer, maintenance technician,
or manager.

an equipment malfunction, process deviation, or abnormal condition...
The alarm must indicate a problem, not a normal process condition.
requiring a response. [1]

There must be a defined operator response to correct the condition. If there is no operator response necessary, then there should not
be an alarm.

One of the main purposes of rationalization is to ensure that each alarm is unique, meets the above criteria, and is the best indicator
of an abnormal situation.
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Alarm Rationalization is a Team Effort

Alarm rationalization is an activity that is performed in a team setting amongst key stakeholders representing the various functions
within a plant. It should be performed by representatives with the knowledge and skills listed below. In some cases, one person may
have the knowledge to represent several different areas. Specific roles may need to attend only on an as-needed basis.

m Production and/or Process Engineers familiar with the process workings, economics, and with the control system.
m Operators - Preferably two operators from different shift teams with experience in use of the control system

m Process Control Engineering - particularly when advanced control strategies or ESD logic are discussed

Safety and Environmental Engineers (part time as needed)

Maintenance | Equipment Reliability (part time as needed, usually when specific equipment is discussed)
m Management (Kick-off)

m Instrumentation/Analyzer Specialists (part time as needed)

m Alarm Management Facilitator [2]

Rationalization can be a resource intensive process. The alarm management facilitator plays a key role in orchestrating the process
and making sure that it remains focused. The characteristics of a good facilitator are:

m Ensures that everyone stays involved

m Makes sure that everyone has a defined role and sticks to it

Isindependent and neutral (has no responsibility for the process area that is being rationalized)

Keeps the process moving

Is able to manage the tension and emotion of the activity

Does not participate in the debates

m Reinforces the rules of alarm management as defined in the alarm philosophy

Organizing for Success

The key ingredients to a start a rationalization program are:

m An alarm philosophy document, to establish the rules and key performance benchmarks. To a large extent rationalization is the
application of these rules to each potential alarm. In the absence of a good alarm philosophy, the rationalization effort
will falter.

m Benchmark of actual alarm system performance (brown field systems) including alarm load, as well as identification of nuisance
alarms and frequently occurring alarms.

m Alarm rationalization software, to provide an organizational structure for review of individual alarms, productivity tools to
relate/clone groups of alarms with similar aspects, management of change controls, and ability to document the resultsin a
usable format (Master Alarm Database).

m Arationalization team, with core members representing the operations, process, instrumentation and system
engineering disciplines.

m A well qualified impartial facilitator to lead the rationalization team.

m For existing (brown field) systems, a complete accurate list of all the current alarms and their configuration settings (priority,
limit, hysteresis & delay, etc.)
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Other important information to have on hand includes:
m Current P&ID documents
m Current Process [ ESD | F&G Cause and Effect Charts
m Current Vendor Package Cause and Effects (For Compressor’s, other auxiliary packages.)
m Hazard & Risk Analyses (PHA/HAZOP reports, LOPA Results, Safe Operating Limits)
m Critical Operating Procedures
m System documentation tools for mapping tags across the automation assets

m Alist of alarms that are duplicated in External Annunciation Panels

The Rationalization Method

The basic methodology used by the rationalization committee is relatively simple.
m Pick a piece of equipment, unit or control module, then discuss its configured and possible alarms.

m Decide if the alarm is similar [ identical to other alarms that have already been rationalized. For example if all compressors are
to be treated the same, then information can be copied from the first set of compressor alarms in order to minimize level of
discussion needed.

m Determine if the alarms are justified. What is the consequence(s) if the alarm was not addressed? Is there an available operator
action to mitigate the event and sufficient time to do so? Note that acknowledging an alarm or writing an entry in a logbook is
not considered a valid operator action as these responses do not impact the event.

m Check to see if this alarm is duplicated by another alarm. If so, pick only one to keep that is the best indicator of the anomaly.

m Determine the correct priority based on the alarm philosophy rules. Typically it is a function of time to respond and
consequence of inaction.

m Document all that is known and may be of use to the operator, such as possible cause, method to confirm/validate the alarmed
condition, and recommended corrective action(s).

m Document agreed-upon modifications to alarm attributes or specifications if the alarm is new. These would include the limit,
hysteresis, off/on delays, conditional alarming, etc.

m For processes with differing operating states, specify alarm settings that track the operational state of the plant.

Rationalization Scope

Because alarm rationalization can be a resource intensive activity, the scope is often chosen to maximize the benefit received from
the level of effort expended. This typically results in taking the path of a full rationalization or a limited (focused) rationalization. In
a full rationalization, which is typically done for new (green field) facilities, all alarms are rationalized. In a limited rationalization,
alarms are rationalized in stages based on the following:

m Are part of a specific process area or subsystem (typically the most critical)
m Has been pinpointed as a bad actor [ nuisance alarm

m Are “Low hanging fruit” that can provide immediate benefit to operations
m Have been highlighted from operator feedback

m Are most critical to plant safety and operations

m Are part of an Operator’s span of control
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To maintain consistency it is recommended to implement alarm system changes for an entire console based on the operator’s span
of control. This improves consistency as the operator knows that all alarms for which they are responsible have been rationalized.

Estimating the Required Time

A thorough alarm rationalization can use significant personnel resources. For larger systems with thousands of 1/O points, the cost
can add up. This must be balanced against the potential cost of an incident, which typically far exceeds the cost of rationalization.

The time to rationalize the alarm system can be minimized via effective facilitation and by use of tools and techniques which
streamline the process. “Brute force” approaches will take longer than those which divide up the database to capitalize on
commonality of alarms or equipment.

Pre-populating the master alarm database with all relevant information before the team meets has been shown to double the
number of alarms that can be rationalized per day, which is a figure of merit that is typically used to measure efficiency.

Benchmark metrics vary across the industry and published literature:
m 20 to 30 “tags” per day (Ref: Large Qil & Gas Company))
m 100 to 200 alarms per day [3]
m 300 to 400 alarms per day is possible with good prework [3]

While no performance assurances can be given, a reasonable conservative figure to use for budgetary estimation is 150 alarms per
day, equating roughly to 25 DeltaV control modules.
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An illustration using SILAlarm

The following section describes how to rationalize the alarms in a DeltaV process automation system using exida’s SILAlarm tool
according to the rules defined in a company’s alarm philosophy document. It walks the user through the process of rationalizing an
individual alarm, as shown below in Figure 2. The rationalization workflow process can be tailored based on the information that

is to be recorded in the Master Alarm Database (defined in the alarm philosophy). For example the “Safety” step, which allows for
documenting alarms that are also an independent layer of protection (IPL) or a safeguard defined in a Process Hazards Analysis, can
be hidden so that they are removed from the workflow process when not relevant.

To boost the efficiency and productivity of the rationalization committee, this paper also describes key SILAlarm functionality that
can be used to streamline the process by rationalizing alarms in bulk.

Select Alarm to
Rationalize

Alarm Tag Information

Justification &
Prioritization

Operator Decision
Support

Classification

Setpoint (Limit)
Determination

Alarm Tuning

Alarm Suppression /
Advanced Alarming

w“i T m H W

Annunciation Sources
& Targets

s - i R e -

Approval & Change
Tracking

Complete

Figure 2 - Process of Rationalizing an Individual Alarm. Using SILAlarm
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Defining the Alarm Rationalization Rules

Having an alarm philosophy document in place is a pre-requisite before rationalization can begin. The alarm philosophy document
typically contains the rules for prioritizing and classifying alarms, default settings for deadband and on/off delay, as well as approved
advanced alarming techniques. This information is entered into SILAlarm as a means of enforcing the rules of the philosophy and to
ensure consistent application of alarm management principles.

One of the most important outputs of rationalization is a database of alarms (Master Alarm Database) which is prioritized according
to the urgency of the operator’s response and the severity of the potential consequences if no action is taken. In SILAlarm’s setup
wizard relative thresholds can be defined for operator response and for the different consequence categories defined in the alarm
philosophy. This information will be used to prioritize the alarm. Several prioritization methods are available in SILAlarm, including
the use of a severity vs. time to respond table.

Operator Urgency
Levels (Configurable)

" Priority Methods B N i

Step 4: What are the Time to Respond Thresholds for the Operator? |Mlﬁerufﬁ&npnrﬁeﬁ[1 -
| Operator Urgency Planned (R0O) Delayed [R‘
Response Name Long Short
Response Time = 30 Minutes 10-30 Minutes ’
Max Response Time 0 0

| Step 5 What are the Impact Categories &their descriptions?
i MNew Impact Category ]|M.lilernanrmm[E V]
|| severity Name |0 TN 20) 3 4 ) 5 () e
{ Severity: [CO] Severity: [C1] Severity: [C2] Severity: [C3] Severity: [CA] Severity: [C5] Impact
||| Impact Category | # 0 1(N) 2() 3 (M) 4 (H) 5 (B) Category

5 Mo Injury or health | « |Slight injury or + |Mnar injury or + |Majorinjury or + |Between1and 3 | « |Muttiple Fatalties | «
I Health & Safety 1 effect health effect health effect health effect Fatalities Delete
| L Insigrificant Loss | « |Slight Loss # (Mnor Loss  |Local Loss # (Major Loss « |Bxtensive Loss N

Economic, 2 1-10K USD 10-100K USD 0.1-1M USD 1-10M USD | 10M USD Delete

i - - - - -| -

E Mo Effect + |Slight Effect » |Mnor Effect + |Localse + |Major Effect - EMassive Hifect -
| Environment 3 \ Delete
! Impact

mpac - Description of
Load Defautt i ’ [ << Back l [ Next == ] Firished Step

' Categories - Consequences
s (Configurable)

Figure 3 - Defining Operator Response Time and Consequence Thresholds.

The consequence descriptions are used to populate a table of Operator Urgency (Time to Respond) vs. Consequence. Alarm priority
is then assigned for each cell in the table. Default DeltaV priorities include; Log (3), Advisory (7), Warning (11), and Critical (15).
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e — =

y Hep b Create your Consequence ve Time gnd [dhck on the prionty levels lo modily the gnd)

Consequence | Consequence | Consequence | Consequence | Consequence | Conssquence
Opesator Lrgency [CO): 0 [CIET1(N) | [C2E2(0 | [Ca) 3 | [C4:-4(H) | [CS]:5(E)

Long [RO}: - . 5

= 30 Minutes Log Advisory Advisory
Short [R1]: .

10-30 Minules Log L

Assign Priority for each
cell in the Grid

| Goresl | | schack | e éﬁm"ﬂmm!

Figure 4 - Assigning Alarm Priority Based on Operator Urgency and Consequence of Inaction.

Rationalizing an Individual Alarm

Before beginning, the master alarm database (alarm catalog) should be populated with potential and/or existing alarms. This is
typically done by exporting the control system configuration to a .csv file, using the DeltaV bulk edit tool, and importing the alarm
configuration into SILAlarm. This allows alarms from various DeltaV sources to be brought into a common database and rationalized

in a consistent fashion:
m Process
m Foundation Fieldbus (FF)
m SIS
m Hardware
m HART
m Wireless HART

Once the alarm configuration is loaded into SILAlarm, rationalization begins by selecting an individual alarm. In this example the
6T1896-08 High Alarm has been selected.
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Once the alarm configuration is loaded into SILAlarm, rationalization begins by selecting an individual alarm. In this example the
6T1896-08 High Alarm has been selected.

e Shet Wisw -_-- - h_—'ﬂ:ﬂ" - - o

Ham Pame Tag Process Area Back Type Aam Type Tag Description &
[ 6TI361-158-Hgh High am BTIBE1-156 COMMDKZ ALTEMPERATURE High High Sam {-B618 Dischare
[] 5TI862134Hgh Sam BTIBEZ-134 COMMDKZ ALTEMPERATURE High Alzm ¥-8628 Beerrg Tomp ind
I 6TI862138-Hgh Mam GTIBE2-13B COMMDKZ ALTEMPERATURE High Alam K628 Bearng Tomp ind
™1 ETI363-11A-Hgh Heh Ham BTIBE114 COMMOKZ ALTEMPERATURE High High Ham K534 Dizch Temp Ind
™1 ETI363-118-Hgh High Mam ETIBEH11E COMMONZ ALTEMPERATURE High Heh Hem K-853B Dtach Temp Ind
[ ETIA6800 Low Mam ETIDEEDI COMMOKD ALTEMPERATURE Low Ham Herogen pachage o detrisution
)| £TIBOE oA COMMOMI | ALTEMPERATURE |  Hgh Alam | Sale Gasts NRCAFGH Temp, |
™1 ETI924-204A Low Mam AMALOG Low Ham Menter Scharast Temp
[ STIA24:200A - High Kiam £TIS24-2004 SERIAL_GTER ANALDG High Al=rm Menter Seher st Tamn
[] STIN24:200A-High Hah Al SEAIAL_GTGA ANALOG Hugh High Ham Menter Schar st Tamn
7| ETIN24200E- High A SEAIAL_GTCA ANALOG High Al=rm Menter Scher st Temn
7 ETII24200E-High Hagh Al SEAIAL_GTEA ANALOG Hinh Hich Ham Menter Schasst Temn
ETII24.404A - High Alarm SEAIAL_GTGA ANALDG High Al=rm -85 Ereles retanp
™1 ETII530E4-Hgh Marm SEAIAL_ GTGA ANALOG High Al=m G-0244 Gas Prod thrust beain...
| ETI953084-High High Marm SEAIAL GTGA ANALOG High Hich Marm  5-0244 Gas Prod thrust beann... -
Pew Cusmenl Stahs Cogy Aam Dxta Fom
= =
: Selected Alarm to Bt 7 Sec e [ S0
] R ef copiealo make |- | Priarty [¥] Az Turing
i i +| Op. Deaison [ Annuncisior
| Rationalize i |9 '
::! Al ! Clane Alsrmis}

Figure 5 - Selecting the 6T1896-08-High Alarm from the Alarm List View.

Clicking on the “Rationalize the Selected Alarms” button calls up the Basic Alarm data screen which displays the module
configuration details that were imported from the DeltaV configuration. Information can be updated | corrected from this screen.
Click on the “Next Tab (Priority)” button to move to the next step in the process.

Alamm Sheet View - Alarm Tag Info - - - -
= GTIR26-08-High Alarm, 6TIS96-08 *
Ta | Hsm Name 0 Sigral jam Type | EU Low
ETIRS6-08 Egnmm-th Alarm High Al=m 0]
@ Anlog Aam | Dipcrete Mam Process fres Alom Source EU Hgh
Tag Desciption | COMMON | 0GP Proceas Alame &0
(|55 Gas o NPCEFEH Temp Uit Equipmet EU
Deg C I
Black Type ¢ Stuciure
&l_TEMPERATURE i
| |
' Move to next Step of
' Rationalization {in order)
e e ™ e |
Deachard | Fromy Mathae | | Suppraadl | P T | Heatt Tab (Priaiyd
'| Madty Woddlow | | Madfy Qeasficatanis) | J
'[ ikl JI. SRR =
| VewCrongelog || Mom Dastriwen Detnis |
L Clos= J | Wiswr Alam List | |

Figure 6 - Basic Alarm Data.
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Alarm priority is determined by analyzing what the direct consequences would be if no action was taken by the operator and based

on how much time the operator has to respond.

Consequences are typically evaluated from different points of view as defined in the alarm philosophy, such as Health & Safety,

Economic, and Environment. They are assigned to a level (in this case [CO] through [C5]) based on the descriptions that are defined

in the alarm philosophy document (eg. a [C2] Minor Economic Loss is defined as a failure that results in a cost of 10 - 100K USD.)

After estimating Operator Urgency (time to respond), the recommended priority is determined via table lookup for the
consequence with the highest severity. In the event that the consequences are not significant, there is not enough time to
respond, or there is no defined operator action, the alarm can be flagged for removal (which means that it would be disabled

in the DeltaV configuration).

Original Priority selection based on
Consequences, Operator Urgency
._1 — - i Ja .
GT1896-08-High Alorm, 6T1896-08 * [
DOperator Urgency [Co:0 [TE VM lCZJ'?fﬂ 1oL Fmy 1CAL: 41H] 558
- - R > 30 Minuies =) ‘Advisory Lavisgry Wernng |  Cntcal | leald
- 5 (Heath Safety} I-ledmrrl.l:-ornhalhdhﬂ ha IR 10-32 Mingtes LG Aoy iy Y| o T [
i ] Minor Lome 0 TOCUSD ) = | P— |
3- E (Emwrmrment] 0] o Effact - I
—— Drop Down Menu of
Consequence Levels
Operctor Umency [ 1] 106-30 Minutes -
| [[Rrr—— Modfy Frarty Mathod | | Al Suppmsam Fresious Tah [fam Nt Tok: (Cpertor | fl
Tasg brka] Dacisen)
1| Moddty Warkliow: Medly Clasatication )
Addfomist || Moty Aeecnome | g O ) o
Nien Cherge Log S Distrbuhon Detais | (Advisary ] |
Coss e Az Ligd i -
= — ——

Figure 7 - Determination of Alarm Priority based on the Severity of Consequences and Time to Respond.

Documenting the cause of the alarm, the consequence of inaction, the operator’s corrective action, methods of confirming the
alarm and purpose (design intent) is an important step in the rationalization process. An example of corrective action is starting a

backup pump or manually opening a valve. Acknowledging the alarm or making a shift note entry is not considered a valid operator

response to an alarm as these actions do not help correct the problem.
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This information is valuable for use in operator training and can be provided to the operator through DeltaV Operate as a means of

helping them to respond more quickly and accurately during an upset condition.

Alarm Sheet Wiaw - Operator Decision Support

GTI696-08-High Alarm, 6TTE96-08 <

Base Responss On FProce=ss Sef=ty Tim= fmiruies) Cavme

35

Carfinmation

'-ii_mmmnnd_'mm |30

Loas of Caslzr, High Outside [Chack for Hgh Praesurs of Sala

Temperzhure =05 o HC Flore GRIC 142
Prang falre poterbal niphure), Design Intent e "k tempsratLrs trend for s
Dowrelream precese upest \Mirtan temoersture in normal wea haure
o Taae poneraling rangs Comectve Actians Commante

Check oulside Temperaturs. F = 45
C, meduce soam flow.

5 nmhﬂn Regponse

Recommended Operator

Response

R v e e B

r

Previous Ton (Froty) || Plesr Tab [Classifisstion)

| Mackywendiow | [ Moy Cimssiizshons) |
B Mamfeh || Meodby Snnuncister | e =
View Change Log | [ Al Ditrtauton Detala |

I Ciose L view s i

Figure 8 - Documenting Alarm Cause, Consequence, Corrective Action, and Confirmation.

Classification is a method for organizing alarms by common characteristics and requirements. It is typically used to group alarms
together which have similar requirements for training, testing, alarm record retention, audit frequency, and management of
change. Alarms can be part of more than one class. Classification often takes into account the source (identification) of the alarm,

such as a Hazard and Operability Study (HAZOP) or an environmental permit.

[ Alarm Sheet View - Alarm Classfication
6 TI896-08-High Alarm. 6TIS06-08 ~
Bzze Response On Conscquence Rzting Pranty Level
Clasiications 5 {Heohh Sty 2

I e R | | (coromc) =3

 2- Fourdation Fiekdbug {FF) &lams E [Ewirorment] o0 | Alam Documentation
T 3-FAG Narrs PAID F-20N0-27

1 4-ESD/EIS Mama

5 - Dizgrostic Marms Alarm Classifications yi

] &-Cammon Aams (select all that apply) Teang Raguiemaria
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Figure 9 - Alarm Classification.
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Determination of the alarm setpoint (limit) is another important step during the rationalization process. SILAlarm calculates
arecommended alarm limit (called the alarm threshold) based on user entered values for minimum operator response time,
consequence threshold, normal operating limit, process deadtime, and rate-of-change. This calculation is provided along with
the current alarm limit (imported from DeltaV) and the mid-threshold limit (the value which is midway between the normal
operating limit and the consequence threshold). The user may select amongst these calculated limits or override based on

operational experience.

An estimated time to respond is calculated for the selected alarm limit and compared to the minimum response time and the

process safety time (if known), to determine whether the operator has sufficient time to respond when compared to these metrics.

etpoint {Limit) Deermination

GTIENG-08-High Alarm, 6TIESG-05 * -
ELf Low 50 - Limk gelacted bagsed on 10'min reacoree
0 Nlanmal Opergting Limi Select=d Alam Setpoint (Limih Froceas Sofsty Time mkes) |
EL Hgn 25 30
ED Ewimaied Tima to Aessond
] s ki Conseq. Threshold, 60
Respange Time Gagh (|10 .
Proceas Deachme [Ming) Naﬂrl'l'l'md'ldd\ Basedon Alarm Theashold, 50
D 0 Selected Limit, Current Setpeir, 45
Fleb= O Crarge= / Mo Deanbon Time Process Dynamics |- MEAGNGlEERE
i _ E Potential Alarm
| Repans: Tine e Tyl Normal Op. Limit. 25 Limits 5
»: 425 — 1 5
=7 -
Minimum Response Biis | My Froty Vethod | N:r“dp?';thﬁe:u J:‘:] O |
Time required for 1 IR0t e ] mal Op Limita ; 1 i
the Operator : e = Consequence Threshold
. W ][ Mody faruncar
M Change Log | | A Diarbuion Detaie |
aaaa ] \i‘lm Aam Lt .

e - i —- -

Figure 10 - Alarm Setpoint (Limit) Determination.

Industry studies have shown that one of the primary causes of nuisance alarms is the use of inappropriate alarm deadband

(hysteresis) and on/off delays. SILAlarm allows the user to easily configure the deadband, signal filter, and on/off delays based on the

default values that are defined in the alarm philosophy.
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Figure 11 - Configuration of Alarm Tuning (Deadband and Delays).

Some alarms occur predictably during specific equipment states or process operating modes. They should be suppressed from the
operator during these conditions because they are not relevant and can hamper their response. For other alarms, the limit, priority
and operator action can be a function of state or mode. To address these situations, SILAlarm alarm supports the engineering and
design of advanced alarming techniques such as shelving, first-out alarming, alarm flood suppression, state-based suppression, and

dynamic alarming.
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Figure 12 - Advanced Alarming Configuration.

www.emerson.com/deltav

15



Alarm Rationalization October 2016

Safety implications and design details of alarms that are identified as safety-critical can also be documented. This helps ensure that

safety alarms are treated appropriately during the rationalization process and provides traceability between the design of the alarm
system and the safety system.

Alam Shaet View - Safary Tab c-lm AL gL
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|
l
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Figure 13 - Documenting Safety Relevant Information.
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An effective alarm system provides the right information to the right people at the right time. SILAlarm allows the rationalization
team to optionally define the annunciation source of the alarm (eg. HMI or Alarm Horn) and the plant personnel that should receive
the alarm (e.g. Operator or Maintenance Technician). This capability can be used for example, to help route diagnostic alarm
information to the maintenance department for resolution in addition to, or instead of, the operator.

Alarm Shest View - Alarm Group [/ Annunciakor
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Tamgets
o e
HAAE
o= 1= 12
w ElElE |z 4 :
@ 2 )i |E Receivers” of
E EEIEE the Alarm
m [ [ 1]
' TR ) ]
ANIS Syetem —t=—_| :
s - I‘% Location of the Alarm
i fam Hom [ |2 1]
Moy Deodoandial | | Modry Prccty Method J Al Suppesian PrevMTET 1S5 || pig T fhangs Log)
Mooty Wordiow | | Medfy Casficationial
Add Alamig) | | [4odfy Aprunciator Leg il = lm Iﬂ_ _Iu-j ]
Miow Chianga Log | | Alam Distrbution Details Adutacey a 0%
Cege J | Wi Mam List - : ks 43|

Figure 14 - Documenting Alarm Source and Target.

After completing the rationalization of an alarm, its status can be changed to one of the following conditions in order to track it

through the workflow process:
m Incomplete (Default)
m Pending Approval
m Under Review
m Approved
m Configured
m Deconfigured

m Rejected

Comments can be recorded in the change log, and follow up actions can be defined and assigned. The team that worked on the
Rationalization is also recorded in the log and the settings can be approved (which locks out further changes).
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Alarm Sheet View - Approval / Change Log -
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Figure 15 - Alarm Rationalization Approval / Change Log.

Rationalizing Alarms in Bulk

Alarm Rationalization can be a very resource intensive activity. The SILAlarm tool includes various bulk engineering capabilities in
order to streamline the process and make it as efficient as possible. This reduces the average amount of time it takes to rationalize
an alarm. To streamline the workflow, information can be copied from a rationalized alarm to an unrationalized alarm(s). Copying of
information can be done for an individual tab (such as copying the operator decision support information) as shown below by using
the “Base Response On” button.
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Figure 16 - Copying Operator Response Information from one alarm to the next.
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Multiple alarms can be displayed at the same time so that common information can be entered simultaneously.

Alarm Sheet View - Operator Decision Support
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Figure 17 - Displaying Multiple Similar Alarms Side-by-Side.
When alarms are similar because they are part of a recurring equipment design or application, information can be copied from a

rationalized alarm to multiple unrationalized alarms at the same time (template approach). The specific information to be copied is
selectable by tab (e.g. prioritization, operator decision support, setpoint determination...).
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Figure 18 - Copy alarm rationalization Details from a Template to Multiple Similar Alarms.
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The alarm database can be filtered in multiple ways (e.g. process area, tag description, block type, current status etc) to facilitate
selection of alarms to rationalize based on commonality of equipment, design, control module type etc.
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Figure 19 - filtering Alarm List to Focus on Rationalization of a particular type of devices

www.emerson.com/deltav

20



Alarm Rationalization October 2016

After Rationalization is Complete

After rationalization has been completed, the updated alarm database can be exported from SILAlarm and imported into the DeltaV
Engineering station using the bulk edit tools. This allows alarm settings to be updated automatically in bulk without requiring
manual configuration changes. It also can populate the fields of DeltaV’s Alarm Help system with the results.

Reports can be generated to document the alarm system design for use in the configuration process or for use by operations. Alarm
response reports can be created which display key alarm information (cause, corrective action, confirmation, time to respond) to
the operator online through DeltaV Operate.

Alarm Besponse Heport

| Tag ID F1-2008

Tag Description PB Feedwater Flow

Location Area 1

Range 0 [Ta [275 [ Kig'hr
Alam Type Hagh Alamm

Priority Adwisory

Limit 250 kghr

Time to Bespond 15 minutes

Classifications General

1) Failure of LVGLIG 2011

2} Plugged Flow Element

3) Incowmrect Steam Flow Measurement

4} Instrument Failure

1) Gheck Steam Drum level LIC 2071

2) Check trend charf of FI 2003

Confirmanion 3} Gheck BFW Header Pressure Fi 20782077, DEA Fresswre Pl 205820593
4} Gheck BFW Pumps

3) Check fow control valve FCV 2009

Conseguence OF No | 1] Boier cowld overfieat and serowsly damage fubes

Acticn 2} insufficient sfeam flow, high pressurs

1) if steam drum level and pressure are high, put feedwater valve indo
Corrective Actions | manual and siose i1

2} If steam drum level is low, manually increase opening of feedwater valve

Cause

Alam Typs Low Alamm
Priority Waming

L imit 100 Kgihs
Time te Fespond 10 minutes
Classifications Safety Critical

1) Low boder feedwafer header pressure

2} Gonfrod vafve fadure

3} High steam drum fevel

4} Piping fallure in exchanger

3) BFW pump faiiure

6] Mechanical Failure

1) Check steam dum level LIC 2041 trend
: 2} Check BFW header pressure PI 2078
Confirmation 3} Ghedk for piping faires

4) Check BEW pumps

Conseguence OFf No | 1) Boier cowld overpressure mpfure
Action 2Hinsufficient Sleam Flow, low press

1) 5itarf another pump

Cormective Actions | 2} Put feedwafer valve in manusl and open
3} if drum Jevel is high, check level confrol vakhe

Cause

Automaticolly generated by exlds SILAam i3 Apr 2040
Filename: ARM_FI_2005.pdf Pazelofi

Figure 20- Sample Alarm Response Report
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Ten Tips for Effective Rationalization

1.

10.

Preparation of the initial master alarm database prior to rationalization is critical to success. Without a complete and accurate
database, or in the case of a new system a sufficient list of potential alarms, progress will be hindered.

All participants must understand and embrace the alarm definition and rules set out in the alarm philosophy. All participants
have to be on the same page.

Participation by all required disciplines, at every meeting of the rationalization team, is a must. Human resource planning is
the key.

Allot ample time for rationalization. Time can be managed by reviewing one-time processes that are significantly alike, such
as reactors, compressors, etc. doing the identical process.

Plan ahead such that subject matter experts from outside the core team can be brought in when required. Safety,
Environmental and Maintenance and other specialty disciplines will need time to prepare. Consider providing a pre-meeting
document to explain the key tenants of alarm definition, philosophy and rationalization.

Be rigorous in the consistent application of alarm philosophy rules. Exceptions must be well documented and should be
infrequent. Failure to do so will lead to countless wasted hours in discussion of “philosophy” and produce a final outcome where
individual Operator judgments and interpretation will fill the gap created by variable alarm system behavior.

Expectations can run high when the decision is made to undertake an alarm rationalization program to “address” the
“alarm problem” at an existing site. Thus it is typically worthwhile to devote some of the early effort tackling points with
bad actor alarms. Operators will appreciate the elimination of fleeting/chattering alarms and management can see that the
rationalization program is producing useful results. Note this approach can result in inefficient rationalization committee
effectiveness so try to move past this phase expeditiously.

Don’t forget about diagnostic alarms and FOUNDATION Fieldbus and HART device alerts. These are often responsible for a
large percentage of alarm traffic and are typically considered nuisance alarms by an operator. Rationalization should strive for
a consistent prioritization, determination of whether the operator needs to see the alarm, and creation of a message that is
understandable and actionable.

It is generally not useful to assume multiple cascading failures when considering an alarm consequence scenario. Only the
direct (proximate) consequences should be considered. While it may be the case that a protective system could fail further
compounded by a subsequent incorrect human response, such what-if considerations are likely to lead to a vast skewing of
alarm priorities to critical. Rationalization works best when it is assumed that the design and reliability of systems and work
processes are functioning as expected.

It is generally a waste of time to ponder the probability of an alarm. Simply accept that it has happened and proceed to qualify
and optimize the alarm following the rationalization process rules.
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