The actual Ingeteam-project (asdu 157)
- false data-types

- unexpected Inrogen-telegrams after general-request

Internet Protocol Version 4, Src: 10.69.14.5, Dst: 172.18.8.4
IEC 68878-5-184-Apci: -> I (15

TypeId: M_ME_NC_1 (13)

1... ....=5Q: True

800 @610 = NumIx: 2

..01 8188 = CauseTx: Inrogen (20)
Negative: False
Test: False

@... ..
0A: 8

Addr: 157

v I0A: 656651
TOA: 656651
value: @
QDS: xe

~ I0A: 656652
[I0A: 656652]
Value: @
QDs: Bx80

Transmission Control Protocol, Src Port: 2484, Dst Port: 59827, Seq: 776, Ack: 29, Len: 25

v IEC 6@87@-5-184-Asdu: ASDU=15 M_ME_NC_1|Inrogen IOA[2]=656651-656652 /measured value, short floating point number®
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& 1000 kWA - [m} bed
Datei Ansicht N A Analyse Statistiken Telephonie Wircless Tools  Hilfe
m e RERe=sEZF s S5(|Elaqaas
1 | 104asdu.add: 57 and { 104a5du.ioa==656129 or 104asdu.ioa==656651) [X] ~| Ausdruck... | +
No. Time Source Destination Protocol  Length Info ~
369519 2022-83-11 10:47:05.361655 10.69.14.5 172.18.90.4 1le4asdu 7@ -» I (29402,9) ASDU=157 M_SP_NA_l Inrogen I0A=656129
369613 2022-83-11 18:47:85.871685 10.69.14.5 172.18.8.4 184asdu 79 -» I (29416,9) ASDU=157 M_ME_NC_1 Inrogen IOA[2]=656651-656652
370942 2022-03-11 10:47:14.186364 10.69.14.5 172.18.0.4 1edasdu 78 -> I (29462,18) ASDU=157 M_SP_NA_1 Inrogen I0A=656129
371048 2022-83-11 18:47:14.697334 10.69.14.5 172.18.90.4 184asdu 79 -> I (29476,18) ASDU=157 M_ME_NC_1 Inrogen IOA[2]=656651-656652
448642 2022-83-11 10:54:32.174628 10.69.14.5 172.18.0.4 18dasdu 242 -> I (@,8) ASDU=157 M_SP_TB_1 Spont TOA[16]=3277569, ...
440643 2022-83-11 10:54:32.175199 10.69.14.5 172.18.0.4 1ledasdu 306 -> I (1,8) ASDU=157 M_ME_TF_1 Spont IOA[16]=656651, ...
448665 2022-83-11 18:54:32.278131 10.69.14.5 172.18.8.4 1@4asdu 78 -» I (5,1) ASDU=157 M_SP_NA_1 Inrogen IDA=656129
448754 2022-83-11 10:54:32.788136 10.69.14.5 172.18.90.4 1le4asdu 79 -» I (15,1) ASDU=157 M_ME_NC_1 Inrogen IQA[2]=656651-656652
v
< >
Frame 448665: 70 bytes on wire (568 bits), 7@ bytes captured (56@ bits) on interface &
Ethernet II, Src: Cisco_9f:1f:27 (50:2f:a8:9f:1f:27), Dst: Vmware_le:6f:da (80:6c:29:1e:0f:4a)
Internet Protocel Version 4, Src: 10.69.14.5, Dst: 172.18.9.4
Transmission Control Protocol, Src Port: 2484, Dst Port: 59827, Seq: 611, Ack: 23, Len: 16
IEC 6@870-5-104-Apci: -> I (5,1,
v IEC 68878-5-184-Asdu: ASDU=157/M SP_NA 1 Tprogen IOA=656129 [5ingle-point information’,
TypeId: M_SP_NA_1 (1)
| . 5Q: True
.008 0881 = NumIx: 1
..81 e1e@ = CauseTx: Inrogen (20)
. .... = Negative: False
Q... .. = Test: False
OA: @
Addr: 157
¥ I0A: 656129
I0A: 656123
v SIQ: exel
.1 = SPI: On
= BL: Not blocked
= SB: Not Substituted
= NT: Topical
= IV: valid
& ~1000_KwaA — [m] x
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools  Hilfe
@ RERe=2=F 3|5 Q8 H
| | 104asdu.addr==157 and ( 104asdu.ioa==656129 or 104asdu.ipa==656651) [X] ~| Ausdruck...  +
No. Time Source Destination Protocol  Length Info A
369519 2822-03-11 18:47:85.361655 10.69.14.5 172.18.9.4 104asdu 70 -»> I (29402,9) ASDU=157 M_SP_NA_1 Inrogen IOA=656129
369613 2822-83-11 18:47:85.871685 18.69.14.5 172.18.8.4 184asdu 79 -» I (29416,9) ASDU=157 M_ME_NC_1 Inrogen IOA[2]=656651-656652
370942 2822-03-11 18:47:14.136364 18.63.14.5 172.18.2.4 18dasdu 78 -> T (29452,18) ASDU=157 M_SP_NA 1 Inrogen TOA=656129
371049 2022-03-11 10:47:14.697354 10.69.14.5 172.18.0.4 184asdu 79 -»> I (29476,10) ASDU=157 M_ME_NC_1 Inrogen IOQA[2]-656651-656652
443642 2822-03-11 18:54:32.174628 18.69.14.5 172.18.0.4 184asdu 242 -»> I (8,8) ASDU=157 M_SP_TB_1 Spont T0A[16]=3277569, ...
449643 2022-03-11 10:54:32.175199 10.69.14.5 172.18.9.4 104asdu 306 -> I (1,8) ASDU=157 M_ME_TF_l Spont IOA[16]=656651, ...
448665 2822-83-11 18:54:32.278131 168.69.14.5 172.18.8.4 184asdu 7@ -»> I (5,1) ASDU=157 M_SP_NA_1 Inrogen I0A=656129
443754 2822-03-11 18:54:32.738136 18.63.14.5 172.18.2.4 18dasdu 79 -> T (15,1) ASDU=157 M _ME_NC_1 Inrogen TOA[2]=656651-656652
v
< >
Frame 44@754: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) on interface @
Ethernet II, Src: Cisco 9f:1f:27 (5@:2f:a8:9f:1f:27), Dst: Vmware_le:8f:4a (80:8c:29:le:8f:4a)
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- itisn't possible to send any commands:
[3] CKW [102] / Unbenannt - Testdizlog — [m] X

Datei Bearbeiten Anzeigen Optionen  werkzeuge Hilfe

Kommandos | Koml rt

1|ElL Iﬁselbessckw_lalprllegalung:povﬁzl: = A= _l
2 Bl Iﬂselbessckw_lalprlvulh_pos:pov13=tl i ﬂ I"‘ESSCKW—'El prlregelung.pav13

E INTEGER 1

3 Hset bess.chw_rat pril.vorh_negpov1 3=0 .

—I 2T i Ibess ck_tat prl.vorh_pos:povl3

4 [Zl) |[#set bess et il regelung pav 3=1 AL TAOONO0

5 [ |Frkwanmny s2dlPI=REv=100.05-0 —| (|3 g | [Fess chosa sivammeg pov13
& El I REAL 0.000000
7 2L |[Hset kenfimsdvm sdl vor_negpov13-0 4T 5 | [bessevirpilregelung povi3

— INTEGER 1
CHEN Iﬂselkw.fhmsdvm.sdl.sollhubpuv13=U

= 5T R
a El Iﬂs‘ElkW.fhmsdvm.Sd|.su||h\.|b7d.puv'13=U I
e =] =]

Felder |Mutfeldsr | Progamme | Ubsprifen | Kombirist | Obiskts. |
Aktuslisieien

1 ﬁllneﬂlweﬂ 3 =
2 E“AAA-anm
ar Ellaaa:pssw
ar Ellaaapurﬂﬂ

=T -~
13876 ICCC_UNSUPPORTED_COMMAND_T7PE witd fusgefiihnt 0 Programmie) | Aktualisieren 0 Feld(er]
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Example of a plant that is in charge (asdu 334):

£ 1000 KWA - [m] »
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie  Wireless  Tools  Hilfe
a e RERe2=E=¢ 8= Qaen
| | 104asdu.addr==7334 and ( 104asdu.ioa==656123 or 104asdu.ioa==656651) [X] ~] Ausdruck...  +
No. Time Source Destination Protocol  Length Info ~
969078 2022-03-11 11:49:50.541584 172.18.1.4 172.18.0.4 1e4asdu 7@ -> I (32205,21449) ASDU=334 C_SC_NA_1 ActTerm IOA=656129
972283 2822-83-11 11:58:10.559665 172.18.1.4 172.18.8.4 1@4asdu 74 -» I (32287,21461) ASDU=334 C_SE_NC_1 ActTerm I0A=656651
985030 2022-83-11 11:51:30.720219  172.18.1.4 172.18.0.4 104asdu 70 -> I (32589,21496) ASDU=334 C_SC_NA_1 ActTerm I0A=656129
988166 2822-83-11 11:51:50.759494 172.18.1.4 172.18.8.4 184asdu 74 -» I (32651,215@81) ASDU=334 C_SE_NC_1 ActTerm I0A=656651
999336 2822-83-11 11:53:00.987936 172.18.1.4 172.18.8.4 184asdu 78 -»> T (138,21524) ASDU=334 C_SC_NA 1 ActTerm TOA=656129
1002486 2022-03-11 11:53:20.930016 172.18.1.4 172.18.0.4 1e4asdu 74 -> I (201,21529) AsDI 34 C_SE_NC_1 ActTerm IOA=656651
1815253 2822-83-11 11:54:41.851638 172.18.1.4 172.18.8.4 1@4asdu 7@ -» I (588,21573) ASDU=334 C_SC _NA_1 ActTerm I0A=656129
1018244 2822-03-11 11:55:00.895292 172.18.0.4 172. 1.4 184asdu 708 <- I (21581,576) ASDU=334 C_SC_NA_1 Act T0A=656129
1018245 2822-03-11 11:55:00.095720 172.18.1.4 172.18.8.4 184asdu 7@ -> I (576.21582) ASDU=334 C SC NA 1 ActCon IOA=656129 v
< >
> Frame 1018244: 7@ bytes on wire (56@ bits), 7@ bytes captured (560 bits) on interface @
> Ethernet II, Src: Vmware le:8f:4a (88:8c:29:le:8f:4a), Dst: Cisco Of:1f:27 (58:2f:a8:9f:1f:27)
> Internet Protocol Version 4, Src: 172.18.8.4, Dst: 172.18.1.4
> Transmission Control Protocol, Src Port: 53563, Dst Port: 2484, Seq: 81757, Ack: 736414, Len: 16
> IEC 68878-5-184-Apci: <- T (21581,576)
~ IEC 6887@-5-104-Asdu: ASDU=334 C_SC_NA_1 Act I0A=656129 'single command’
TypeId: C_SC_NA_1 (45)
®... .... = SQ: False
.808 2821 = NumIx: 1
.88 8118 = CauseTx: Act (6)
.... = Negative: False
vv.. = Test: False
Addr: 334
v I0A: 656129
I0A: 656129
> SC0: &xel
£ ~1000_KwaA - [m] x
Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools  Hilfe
m g ® RERe»=F 8= Qaaar
1042sdu.addr==334 and ( 104asdu.ioa==656128 or 104asdu.ioa==656651) [X] | Ausdrude... |+
No. Time: Source Destination Protocol  Length Info ~
1863121 2622-83-11 11:59:41.561528 172.18.1.4 172.18.8.4 184asdu 7@ -> T (16@1,21678) ASDU=334 C_SC_NA_1 ActTerm TOA=656129
1066367 2022-03-11 12:00:01.571966 172.18.1.4 172.18.0.4 1e4asdu 74 -> I (1661,21683) ASDU=334 C_SE_NC_1 ActTerm IOA=656651
187@981 2822-83-11 12:00:38.889691 172.18.8.4 172.18.1.4 184asdu 74 ¢<- 1 (21693,1769) ASDU=334 C_SE_NC_1 Act I0A=656651
1070917 2022-93-11 12:00:30.142712  172.18.1.4 172.18.0.4 ledasdu 150 -> I (1770,21694) ASDU=334 C_SE_NC_1 ActCon IOA=656651 | -> I (1771,21694) ASDU=335 C_SE_NC_1 ActTerm IOA=656652 | -
187@927 2022-83-11 12:@8:38.173815 172.18.1.4 172.18.8.4 184asdu 74 -» 1 (1775,21694) ASDU=334 C_SE_NC_1 ActTerm I0A=656651
1877562 2022-03-11 12:81:11.896885 172.18.1.4 172.18.8.4 184asdu 78 -> T (1921,21718) ASDU=334 C_SC_NA_1 ActTerm I0A=656129
1@85525 2022-03-11 12:02:@1.976024 172.18.1.4 172.18.0.4 1e4asdu 74 -> I (2101,21727) ASDU=334 C_SE_NC_1 ActTerm IOA=656651
1893491 2822-83-11 12:02:52.111798 172.18.1.4 172.18.8.4 184asdu 164 -> T (2287,21748) ASDU=339 M_ME_TF_1 Spont TOA[2]=3933697,... ‘ -» T (2288,21748) ASDU=334 C_SC_NA 1 ActTerm I0A=65
1101549 2022-93-11 12:@3:42.134895 172.18.1.4 172.18.0.4 1e4asdu 74 -> I (2548.21801) ASDU=334 C SE NC 1 ActTerm IOA=656651 v
< >
> Frame 107@9@1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
> Ethernet II, Src: Vmware le:8f:da (88 e:@f:4a), Dst: Cisco_9f:1f:27 (50:2f:a8:9f:1f:27)
> Internet Protocol Version 4, Src: 172.18.0.4, Dst: 172.18.1.4
» Transmission Control Protocol, Src Port: 53563, Dst Port: 2484, Seq: 84729, Ack: 772868, Len: 28
> IEC 6@878-5-184-Apci: <- I (21693,1763)
v IEC 6887@-5-184-Asdu: ASDU=334 C_SE NC 1 Act I0A=656651 'set peint command, short floating point number'
Typeld: C_SE_NC_1 (58)
@... o... SQ: False
.@86 8881 = NumIx: 1
.80 9110 = CauseTx: Act (6)
= Negative: False
= Test: False
Addr: 334
¥ I0A: 656651
I0A: 656651
value: 1
> Q0S: BxPe
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